Linux va Phan mém Ma
nguon mo

Bai 11: Cai dat cac dich vu co ban cua
may chu Internet trén linux
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Nhac lai va cha y

= Qua trinh khai dong hé diéu hanh linux

= Tién trinh deamon cung cap cac chirc nang quan
trong cla hé thong, thuong duwoc khédi dong cung
v@i viéc khoi dong thiét bi

= Quan ly viéc khai chay dich vu

= Cac khai niém co ban vé mang s dung giao thic IP
= M6t s dich vu LAN va WAN phd théng

= C4c tap tin cau hinh card mang

= Chay va gidam sat hoat ddng cla cac thiét bi mangé



NO1 dung

1. Khai niém may chu internet
= May chu internet
= Thi phan may chd 4/2016
2. LAMP
= LAMP I3 gi?
= Cai dat LAMP trén CentOS
= Cai dat LAMP trén Ubuntu

3. Phan tich hoat d&éng may chd va sira 16i
= Cau hinh chuan cda LAMP
* Phan tich hoat doéng & diéu chinh



Phan 1

Khai niém may chu internet
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May chu internet
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May chu internet

= May chu internet = may tinh két ndi truc tiép voi
mang toan cau (hodc gan gan nhu vay)
» CS diachiIP ¢cd dinh
= Chay cac phan mém cung cap dich vu qua mang internet
= Cac may tinh cla nguoi dung guiti yéu cau dén may
chu bang cach viét cac yéu cau & dinh dang d3
duwoc quy dinh tu trudc (cac giao thirc)
= Mdy chu tiép nhan yéu cau, kiém tra va chuyén yéu
cau dén phan mém xt ly twong &ng, sau do nhan
két qua va tra nguoc lai cho nguoi dung é



May chu internet

= Hinh dudi minh hoa hoat dong ciia mot lwot trao
doi gitta may khach (client) va may chd (server)
= May khach giti doan text: “GET /resources/?...”

= Mdy chl chuyén yéu ciu tdi tién trinh phuc vy, 13y
két qua va guri tra lai ndi dung “<?xml version=...”

GET /resources/?page=2 HTTFM 1

--------------

<?xml version="1.0"7= Wb
- =rsp page="2" nextPage="3"> B etPage(2):
Client <resource id="11"/> service LET
<resource ig="12"/>

c:,l'rlsp.:r

_1
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May chu internet

= May chu internet
= May phuc vu nhiéu yéu cau cung mot lic
= M4dy cung cap nhiéu dich vu khac nhau (qua cac cong
dich vu khac nhau)
= M3y chu internet c6 nhat thiét dung linux? Khong
nhat thiét, nhung linux cé nhiéu loi thé
= Linux cé uu thé vé mang: ban than linux s&r dung mang
IP [am nén tang giao van thong tin, cdc phan mém trén
linux cé d6 6n dinh cao do tdi wu trong van hanh, nang
cap va slra 10i lién tuc
= Chi phi vé phan c&rng va phan mém ré hon Q



Thi phan may chu 4/2016

= SO lwvgng may chd toan cau:
= Khoang 5,8 triéu may thuc sw hoat dong
= 72% dung linux, 26,3% dung windows, 1% thudc vé cac
hé diéu hanh khac
= Trong sO 1 triéu website hoat dong nhat: 45,2%
chay Apache; 25,6% chay nginx; 11,3% chay IIS

= Nhitng con so trén khéng ghi nhan cac may chd
media va game, von cling la nhirng server ban ron
= May chd media: cung cap cac ndi dung video, nhac,...
= M3y chd game: cung cap dich vu tro choi truc tuyén é



Phan 2

LAMP
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LAMP Ia gi?

= LAMP I3 viét tat cla 4 thuat nglr Linux, Apache,
MySQL va PHP. Day a3 “bd t&” co ban dé tao nén
mot webserver pho thong
= Windows cling cé moét vai b tvong duwong (XAMPP)
= D3y chi la mdt cach tao webserver, linux cé nhiéu cong
cu khdc, sinh vién phai chd ddng tim hiéu thém
= Cai dat LAMP thi may tinh sé tré nén nhu thé nao?
= Cung cap dich vu web (http) qua cong 80
* Trang web cé thé viét bdi ngdn nglr PHP
= Coso dit lieu MySQL Q



Ca1 dat LAMP trén CentOS

[rootl@localhost ~1# ip addr
1: lo: <LOOPBACK,UP,LOWER_UP> mtu 65536 gdisc nogqueue state UNKHOLM

link~-loopback BH:BH:88:88:88:88 brd HH:00:80:88:80:80
inet 127.8.8.1-8 scope host lo
valid_1ft forever preferred_lft forever

inetb ::1-128 scope host
valid_1ft forever preferred_lft forever

Z: enole??7736: <BROADCAST,MULTICAST,UP,.LOWER_UP> mtu 15HH gdisc pfifo_fast state UP glen 1HHH

linksether HH:AC:29:H1:e3:92 brd £f:ffff:Ff:FFFF
inet (192.168.88.133./24 brd 192.168.88.255 =cope global dynamic enole?? 7736

valid 1tt 1517¢sec preferred_lft 1517=ec
inetb feBH::2Bc:291f :feBl:e3d92-64 =scope link
valid_1ft forever preferred_lft forever

= Chay Iénh “ip addr” dé xem ip hién tai cia may
= M& trinh duyét, gd “http://192.168.80.133”,
nhan dugc théng bdo khéng thé truy cip site
" Hoac firewall trén server chan khong cho ta truy cap
* Hodc server khdng cung cap dich vu nay




Ca1 dat LAMP trén CentOS

Default Profile

Khong theé truy cap trang web nay
192.168.80.133 mat qua nhiéu thai gian d€ phan hoi.

Hay thir
= Dang tai lai trang
= Kiém tra két ndi
« Kiém tra proxy va tudng Iia
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Ca1 dat LAMP trén CentOS

= Cai dat Apache web server
= yum install -y httpd
= systemctl start httpd
= systemctl enable httpd
= Thiét 13p lai twong Iira, cho phép may tinh bén
ngoai duoc phép truy cap vao server
= firewall-cmd --permanent --zone=public --add-
service=http
= firewall-cmd -reload

= Thtr lai server “http://192.168.80.133"
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Ca1 dat LAMP trén CentOS

« C [ 192.168.80.133 wirRk 6D =EBEO IO =

This page is used to test the proper operation of the
Apache HTTP server after it has been installed. If you can

ll'f\‘\fJ "'L\:f‘ N i A AN~ “-LN-\-‘- J-L\:ﬂ P i ‘n"\v-ll:v-\ﬁ v-\v'f\v\’\v-l\ .
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Ca1 dat LAMP trén CentOS

= LUc nay server da cé dich vu web, nhung chi chay
dwoc nhirng trang tinh va hinh anh (tién trinh chi
doc ndi dung file r6i giri lai cho may khach)
= Cai dat PHP va cac gdi ho tro
= yum install -y php php-mysql
= Soan th& mot trang v&i ma PHP
= vi /var/www/html/i.php
<?php phpinfo(); ?>
= systemctl restart httpd

= Thir lai server “http:// 192.168.80.133/i.php”
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Ca1 dat LAMP trén CentOS

Default Profile

System Linux localhostlocaldomain 3.10.0-327 el7 ®86_64 #1 SMP Thu Nov 19 22:10:57 UTC 2015
XB6_64

Build Date May 12 2016 13:46:18

Server APl Apache 2.0 Handler

Virtual disabled

Directory

Support

Configuration |/etc

File {php.ini)

Path

Loaded letciphp.ini

Configuration

File

Scan this dir | /etc/php.d

for additional

dni files

Additional .ini | /etc/php.dicurlini, fetc/php.dfileinfo.ini, fetc/php.dijson.ini, fetc/php.dimysglini,

files parsed letciphp.dimysgliini, letc/php.dipdo.ini, fetc/php.dipdo_mysqglini, fetc/php.dipdo_sqglite.ini,
fetciphp.dipharini, fetc/php.disglite3.ini, fetc/php.dizip.ini

PHP API 20100412

Fl N M ardnmm i
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Ca1 dat LAMP trén CentOS

= Cai dat va cau hinh MySQL (MariaDB)
= yum install -y mariadb-server mariadb
= systemctl start mariadb
= systemctl enable mariadb

= P& cai dat cac thong s6 bao méat cho MySQL, chay
script “/usr/bin/mysql_secure_installation”
= P3t mat khau cho ngudi dung root
= Loai bo cac nguoi dung anonymous
» Khong cho phép root dang nhap tu may khac
= Loai bo co so dit liéu test
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Ca1 dat LAMP trén Ubuntu

= Cac budc twong tv nhu vai CentOS

= gpt-get install apache?2

= systemct| enable apache?2

= systemctl start apache?2

= apt-get install mariadb-server

= mysql_secure_installation

= apt-get install php7.0-mysql php7.0-curl
php7.0-json php7.0-cgi php7.0 libapache?2-

mod-php7 é



Ca1 dat LAMP trén Ubuntu

= M6t s6 ban Ubuntu d3 cai truwdc MySQL, cd thé can
remove truoc khi cai MariaDB

systemctl stop mysql

apt-get remove --purge mysql-server mysql-
client mysql-common

apt-get autoremove

apt-get autoclean

rm -rf /var/lib/mysql/

rm -rf /etc/mysql/

= Cai thém phpMyAdmin
= apt-get install phpmyadmin
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Phan 3
Phan tich hoat dong may chu
va sua 101
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Cau hinh chuan cua LAMP

= File cu hinh: /etc/httpd/conf/httpd.conf
= Cau hinh cac module: /etc/httpd/conf.modules.d/
= File nhat ky: /var/log/httpd/{access log, error_log}

* Thu muc luru cac file mac dinh cua website:
“/var/www/html”

= File nhat ky cua MySQL: /var/log/mysql/mysql.log
= C4 thé chinh ciu hinh dé lvu lai nhirng tinh hudng:

= Ciu lénh 16i: /var/log/mysql/mysql-error.log
= Cau lénh cham: /var/log/mysqgl/mysql-slow.log é



Phan tich hoat ddong & diéu chinh

= S& dung cac cdng cu theo ddi tién trinh dé quan sat
hoat dong cua may (top, ps,...)

= S& dung cac cdng cu doc, phan tich ndi dung file dé
xem qua trinh hoat ddng c6 van dé gi hay khong?
» Poc log apache dé xem ¢4 truy cap bat thuwong tir dau
» Poc log ctia MySQL dé xem cé cau l1énh thuc thi nao
chiém qua nhiéu thoi gian hoac anh huwdng qua nhiéu
dén co s dit liéu
= Tinh chinh cac tham s& dé cac dich vu hoat ddng
hiéu qua hon (tuy vao cau hinh may va hoat déng

cua server) é



